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Abstract of the contribution: This contribution proposes a solution for Key Issue#3.
1.
Discussion
User uses his/her UE for different services (or applications) offered by Service Providers, e.g. using different applications installed on the UE. Two processes are assumed in order to provision security credentials for network slice authentcation and authorization:

(1) UE's application (App) registers with a service provider and establish an association between the UE's App and the service provider application server (SP-AS). The UE's App is then configured with User ID and security credentials for slice authentication and authorization. The UE's App can check the NSSP rules, if available, to determine the associated S-NSSAI with the App. The UE's App can register with the NAS layer about the available network slice authentication information and pointing to the associated S-NSSAI.
(2) The service provider may use exposed network APIs to provision information needed for the network slice authentication and/or authorization in the network. 
During registration procedure, the AMF triggers the network slice authentication based on the UE subscription data indicating that network slice authentication for particular S-NSSAI is required.
2.
Proposal
It is proposed to agree the following changes to TR 23.740 v0.4.0.
***** Start of Changes *****

6.X
Solution #X: Solution for network slice authentication

6.X.1
Introduction
This solution applies to Key Issue 3 (Access to specific Network Slices authorized and authenticated through additional User Identifiers).
It is assumed that particular application(s) or service(s) in the UE has been configured with User ID and security credentials for slice authentication and authorization. Also, the network has been configured that a particular Network Slices(s) require authentication and authorization. 

6.X.2
Functional description

The main feature of this solution is that the need for Network Slice authentication and authorisation is configured in the UE subscription data. In order to allow dynamic configuration update, the network may expose a service API (e.g. via North Bound APIs or via N33 interface) which supports provisioning of Network Slice authentication information to the UE subscription data from a service provider application function (SP-AF). 
The SP-AF (e.g. similar to SCS/AS) takes care about the coordination of provisioning of the User ID and security credentials to the UE and configuring the network with the network slice authentication and authorization information.
If the UE subscription data indicates that network slice authentication is required for particular S-NSSAI, the AMF triggers the additional Network Slice authentication and authorisation towards the Network Slice customer, i.e. the SP-AF or the SP-AAA server. The AAA server address can be stored in the UE subscription data or can be derived by the User ID, if the User ID has a NAI format. 
The UE usually stores the User ID, security information (e.g. security credentials) at the application layer (e.g. in a particular application). The application should register with the NAS layer to inform the NAS about the stored network slice authentication information. This application registration at the NAS layer is needed in order to know which application should be contacted when the NAS layer receives an authentication request for the particular S-NSSAI.
6.X.3
Procedures

6.X.3.1
Provisioning of UE and network with network slice authentication information
The UE needs to be provisioned with network slice authentication information for a particular service or application.  Similarly the mobile operator is also provisioned with the relevant network slice authentication information from the service provider in order to manage the S-NSSAI for the UE for the service. These procedures are required before network slice authentication can be performed during a UE registration procedure to the MNO. 
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Figure 6.X.3.1-1:  Provisioning of Network Slice authentication information
1.
A particular application in UE is provided with User ID and security credentials from a service provider. This provision of the UE can be performed during the service subscription.
2.
The application checks the NSSP rules, if available, to determine the associated S-NSSAI. The application registers with the NAS layer about the available network slice authentication information and pointing to the associated S-NSSAI. The NAS layer creates a binding between the S-NSSAI and the corresponding application.
3.
SP-AF provides one or more parameter(s) to be updated in Nnef_ParameterProvision_Update Request to the NEF. The SP-AF includes the GPSI and the Transaction Reference ID and additionally network slice authentication information to be provisioned to the network.

The network slice authentication information can contain one or more of the following elements: an indication for network slice authentication required, User ID, Service ID, AAA Server ID, and/or Re-Authentication time interval for enforcement of network slice authentication. The Service ID can be used in the UDR to associate the request with a particular S-NSSAI.

NOTE: Whether an existing API on the North Bound Interface is used or a new API is required would be determined during the normative phase.
4.
The NEF authorises the SP-AF whether it is allowed to provision parameters to the network.

5.
The NEF requests to update and store the provisioned parameters as part of the subscriber data via Nudm_ParameterProvision_Update Request message, the message includes the provisioned data and NEF reference ID.
6.
The UDM/UDR updates the Access and Mobility Subscription data related to particular S-NSSAI. The UDR can include one or more parameters of the network slice authentication information.
7.
UDM sends update response (e.g. Nudm_ParameterProvision_Update response) message to the NEF. If the procedure failed, the cause value indicates the reason.
8.
The NEF replies to the request from step 3, e.g. the NEF sends a Service Update Acknowledgment message to the SP-AF.
9.
The UDM updates the serving AMF with the network slice authentication information. For example, the UDM can use Nudm_ParameterProvision_Update request message including network slice authentication information associated with a particular S-NSSAI.

The network slice authentication information may contain an indication for network slice authentication required, User ID, AAA Server ID, and/or Re-Authentication time interval for enforcement of network slice authentication
The procedure in steps 4 – 8 can be be also used by the SP-AF to update the network slice authentication information provisioned in the UDM/UDR, for example to activate or deactivate network slice authentication. 
6.X.3.2
Network Slice authentication during Registration procedure

The following figure shows how the network slice authentication is performed during the Registration procedure. 
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Figure 6.X.3.2-1: Network Slice authentication during Registration procedure
1.
The UE sends a NAS registration request message to the AMF via the radio access network including the Requested NSSAI.
2.
The AMF retrieves the UE subscription data from UDM/UDR. The AMF performs network access authentication and authorization with the UE, which is referred as primary authentication.
3.
The AMF sets up NAS and AS security contexts for the UE.

4.
The AMF determines based on UE subscription data that network slice authentication is required for one or more of the Requested S-NSSAI(s). Such S-NSSAI is associated with corresponding User ID, and AAA Server ID and potentially Re-Authentication Time Interval.

NOTE: The AAA server ID is optional. If the User ID is compliant with the NAI format, then the AAA server ID can be derived from the realm name of the NAI.
5.
The AMF triggers the Network Slice authentication procedure towards the AAA server. The AMF sends Delivery request message to the NEF including SUPI, AMF ID, transaction ID, target AAA Server ID and Authentication Request message. The NEF sends N33 Delivery request to the SP-AAA server including the GPSI and Authentication Request (User ID).

If the AAA Server belongs to the mobile operator network, thus the AMF generates the Authentication Request message and sends it directly to the AAA Server.
6.
The UE and the SP-AAA Server exchange the messages for network slice authentication and authorization. The messages are exchanged via the AMF and NEF, i.e. on the path between UE and AMF the mobile terminated (MT) and mobile originated (MO) authentication messages are encapsulated as payload in a NAS protocol message.

In the downlink, the AMF may include in the NAS message header the S-NSSAI associated with the ongoing network slice authentication procedure. When the UE receives the NAS message and extracts the encapsulated authentication message, the UE determine based on the S-NSSAI to which application/service to forward the authentication message.

7.
The SP-AAA Server sends Authentication Response to the AMF via NEF indicating either the success or failure of the authentication.

8.
Depending on the result of the authentication, the AMF modifies the Allowed NSSAI in the following way. If the AAA server indicated authentication success, the AMF includes the associated S-NSSAI in the Allowed NSSAI. If the AAA server indicated authentication failure, the AMF does not include the associated S-NSSAI in the Allowed NSSAI. 
9.
The AMF sends a Registration Accept message including the Allowed NSSAI.
6.X.4
Impacts on existing entities and interfaces

Enhancements to NEF include the following:

· Exposes capability to provision Network Slice authentication information to UDM/UDR; and
· Ability to forward authentication/authorisation messages between AMF and SP-AAA server.
Enhancements to UDM/UDR include the following:

-
Ability to maintain Network Slice authentication information associated with a S-NSSAI;
Enhancements to AMF include the following:

-
Storing the network slice authentication information associated with a S-NSSAI; 
-
Triggering authentication towards AAA server;
-
Encapsulation of the authentication messages as payload within N1 MM NAS transport message; and
-
Determination whether to include a S-NSSAI in the Allowed NSSAI based on the authentication response from the AAA server.

Enhancements to UE include the following:

-
The application, which stores network slice authentication information, registers with the NAS layer pointing to the associated S-NSSAI.
6.X.5
Evaluation

Editor's note:
This clause provides an evaluation of the solution.

***** End of Changes *****
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